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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1. (Cancelled). 

2. (Currently Amended) The method as set forth in claim 34r, wherein the device 
identification is selected from the group consisting of a unique device identification of the first 
device, a unique device identification of the second device, a device address of the first device, 
and a device address of the second device. 

3. (Currently Amended) AjEhe-method ao act forth in claim 1, wheTei f Hcomprising : 

aKCflssrntf in a first device a device identification and a t least one key corresponding to 
the device idcntificahon. the at least one key is generated using both the device identification and 
a plurality of generation keys; 

encoding data using the at least one kev: 

transmitting a m essa ge from the first device to the se cond device, the message 
comprising a header comprising ihft device identification and a data field comprising thc ^nxoded 
data: and 

usin g the device identification received in the header of the m essage bv said second 
device to determine thc_at least one kev and dee ndes the encoded data received in the data field of 
flic message using the determined at least one kev , 

4. (Currently Amended) The method as set forth in claim 3, further comprising 
generating the at least one key using a multistage process wherein a different generation key of 
the plurality of generation keys is used at each stage to operate with the output of a prior stage, a 
first stage having as input the device identification, and the-a last stage outputting a key of the at 
least one key* 
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5. (Currently Amended) The method as set forth in claim 4, wherein «aah-ftfirst 
stage «rthe mul tistage r "™ g * « »n Exclusive OR functi on, a s eco nd stage of the multistage 
process is miloUuJ fluui Uic j^iniip mmi-tinc nf n cipher function, » staec of the 
mnltist ^e process is a n Exclusive OR functio n, mnuUi mj u lit al f m tai on , n lo gi n fnnrl i o ftrft 
f unction that co mpto^ h li Ui o Advonoo Encrypt ^^Steft^fd^AES ). a function that comp lies 
Wi ll i uiu D jl u P nrrypt i n n fltn nrl ti i ri ( Tt ffi ) nnrl 0 r t ■ ■ ' I ''" " ' ■'»> i lnl nrmiitnrl i w r yn lio w 

6. (Currently Amended) The method as set forth in claim 34-, wherein the at least 
one key for encoding is selected from the group consisting of bashing and signing a message and 
encrypting a message. 

7. (Currently Amended) The method as set forth in claim 34-, wherein the device 
identification is adopted from tho group cons i sting of a unique dov i cc oddrocio, a unique device 
kle»tific*tion-flttd-a Media Access Control (MAC) address. 

8. (Cancelled). 

9. (Currently Amended) The device as set forth in claim US, wherein a first 
communication device communicates with a second communication device and the device 
identification corresponds to the first communication device. 

10. (Currently Amended) The device as set forth in claim 11$, wherein the 
information comprises the at least one key and corresponding device identification. 

11. (Currently Amended) A.¥he-devicc ao oet forth in olaim 8, svhorein comprisin g: 

ft n on.volatile storage medium for storing information for at least one kev corresponding 
tn a device identification rtf a communication device, t he information comprises generation keys, 
the generation keys concurrently u sed with the device identification to generate the at least one 
keyi 
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. first Inirift to encode frta tiring the at least on e key and dec ode e n coded data usina the 
at least one kev: and 

nn inpnt/nm put to communicate enco d ed data in a message, the message including the 
<WiV<> identification and th e enco ded data, 

1 2. (Currently Amended) The device as set forth in claim U*» wherein the device is 
selected from the group consisting of a device to connect to a cable network, a direct broadcast 
satellite (DBS) device, a phone device, an internet device, a broadcast device and a set top box. 

1 3. (Currently Amended) The device as set forth in claim m, wherein the device 
comprises a service provider that communicates data with a second device, the device 
identi fixation corresponding to the second device. 

14. (Currently Amended) The device as set forth in claim 1 3, wherein the device is 
one of a cable provider headend, a DBS uplink, a digital subscriber line (DSL) center, orwebsite 
and the second device is a set top box. 

15. (Currently Amended) The device as set forth in claim MS, wherein the non- 
volatile storage medium is selected from the group consisting of FLASH memory, static random 
access memory (SRAM), hard disk media, memory stick, battery-backed RAM, fuses, 
nonvolatile rcmoveable media and optical media. 

1 6. (Original) The device as set forth in claim 1 1 , further comprising a second logic, 
the second logic using the generation keys and the device identification to generate the at least 
one key. 

17. (Currently Amended) The device as set forth in claim 16, wherein the second 
logic comprises: 

a first sub-logic having as input the device identification and a first generation key of the 
generation keys, said first sub-logic generating a first output; 

Docket No. 8039SP439 Page 5 of 1 3 WWS/sm 



PAGE 1Qft8 1 RCVD AT 5/412005 6:17:48 PM [Eastern Daylight Time] * SVR:USPT0-EFXRF-1/2* DNIS:8729306 * CSID:7145573347 * DURATION (mm-ss):05-50 



MAY-04-2005 1*5:19 FROM : BSTZ 



7145573347 



TO:USPTO 



P.11'18 



Appl. No. 09/863,932 
Amdt Dated 05/04/2005 
Reply to Office Action of 01/04/2005 

a second sub-logic having as input the first output and a second generation key of the 
generation keys, said second sub-logic generating a second output; and 

a third sub-logic having as input the second output and a third generation key of the 
plurality of generation keys, said third sub-logic generation the a Qgrt one k ey as an output. 

1 8. (Original) The device as set forth in claim 17, wherein the first sub-logic, second 
sub-logic and third sub-logic are functions selected from the group consisting of logic functions, 
combinatorial lunctions and cipher functions. 

19. (Original) The device as set forth in claim 8 T wherein the message is selected 
from the group consisting of hashing and signing a message and encryption. 

20. (Cancelled). 

21 . (Currently Amended) The system, as set forth in claim 3023, wherein the second 
device communicates with a plurality of first devices, the non-volatile storage medium of the 
second device storing information for at least one key for each first device. 

22. (Currently Amended) The system as set forth in claim 3023, wherein the 
information comprises the at least one key and corresponding device identification. 

23. (CurcentJy Amended) A systcin lhc dovicc as set forth4n - claim 20, wher e in 
comprising; 

q first device comprising 

a non- volatile storage medium for storing information fo r at least one key 
corresponding to a device identification of first device, t he information comprises 
generation keys, the generation keys used with the device identification to generate the at 
least one key a 

a first logic to encode data using the at least one key and decode encoded data 
using the at least one kcv. and 
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«i in put/output to communicate encoded data ™ » message, the message including 
thft device id entification of the first device and die encoded data; 
n rnmmnnifiarion medium: and 

a eprnnd d evice coupled to the first device through the communication medium, the 

second device comprising 

« nnn-vnlaiilft stora ge medium for stori np information for at least one key 
rnTrfls pondina to a device identification o f the first device, 

ase cond logic to encode data using the at nne kay and decode encoded data 
usin g the at least otic key, and 

an input/outp ut t o communicate encoded data in a message, the m essage including 
the device identification of the first device and the encoded data. 

24. (Original) The device as set forth in claim 23, further comprising a second logic, 
the second logic using the generation keys and the device identification to generate the at least 
one key. 
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